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Abstract — 5G networks are already being implemented 

around the globe. One of the most important enablers of 
their penetration are the Software Defined Networking 
(SDN) technologies and the Network Functions Virtualization 
(NFV) architecture, which allow the needed flexibility of the 
network and the composing elements. In such circumstances, 
the Internet-of-Things (IoT), which has been long awaited, is 
becoming feasible and economically reasonable. This setup 
has its challenges, especially due to the network expansion 
toward the edge, where the number of networking elements 
and service consumers is rapidly rising. The compute 
resources and the storage have to be brought in the network 
proximity of the access network, so that the latency of the 
service is kept under 1ms, which is one of the base 5G 
requirements. For our research, we have made an 
experimental setup of a distributed NFV architecture on a 
multiple geo-location, with a main objective to review the 
network latency caused by the architectural distribution of 
the services that are built in it. The results can be used by 
researchers and network architects to build reliable and cost-
effective distributed services with the lowest possible latency, 
as well as to plan possible disaster recovery scenarios when 
some physical location is unavailable. 

 
Keywords — NFV, SDN, Experimental Model, Distributed 

NFV, MANO. 

I. INTRODUCTION 

ELECOMMUNICATIONS industry is changing rapidly. 
The virtualization technologies have evolved from 

classical virtual machines (VMs) and virtual appliances 
(VAs) to containerized applications and virtual functions 
that enable extraordinary flexibility, especially in the 
virtualization of the networking elements. Software 
Defined Networking (SDN) is accompanied by the 
evolution of the Network Functions Virtualization (NFV) 
architecture and they both make the 5G revolution 
possible. Capital investments and operational expenses can 
be reduced, allowing telecommunications and IT 
companies to create custom services which are 

complementing the public clouds, but are not dependent 
on them. These services can be brought close to the end 
consumers from both geographical and networking point 
of view, thus allowing the best end-user experience, 
enhanced security, scalability and agility [1]. 

The NFV architecture [2] allows complete separation of 
the network functions from the proprietary purpose-built 
hardware appliances, using software based virtual network 
functions that run on generic hardware. The architecture is 
flexible and agile by design, but one of the less explored 
directions, both in the industry and in the science 
communities, is the possibility of building distributed 
services on multiple physical locations, by leveraging the 
NFV architecture. The packet latency caused by the 
distribution of the functions and their placement [3] is one 
of the main concerns when designing the services. There 
are many research efforts that are focused on the 
Distributed NFV (D-NFV) from an analytical point of 
view, modeling the systems, as well as the services built 
on them, to predict their behavior [4], [5]. Other authors 
are developing software components, applications and 
frameworks in order to improve various aspects of the 
NFV, such as the Virtual Network Functions (VNF) 
placement or to improve the management and operations 
of the system, so that the services running on it are 
optimized [6], [7], [8]. Another research stream is focused 
on individual features of the distributed SDN and NFV 
environments [9], [10]. 

Our main focus of research is the distribution of the 
SDN components as well as the NFV architecture on 
multiple geographical locations, in order to predict the 
network packet latency caused by it. We have made an 
experimental environment using two datacenters and a 
service that spans on both of them. We are making a 
comparison of the network packet latencies in the 
distributed service, relative to a service that is built on a 
single location, having in mind the proximity of the 
service consumer (the end user) to the locations. The 
reliability of the service should be of the highest possible 
level. The experiments that we are making are also valid 
for a D-NFV that can be used in a disaster recovery 
scenario, when the primary location fails, in order to 
predict the latency in the network that will be caused due 
to the service location shift. This research should enable 
network architects to build reliable and cost-effective 
services with predictive behavior. 

The experimental environment that we are using is 
based on a set of tools that is well known for SDN and 
NFV simulations. Mininet [11] is used for modeling the 
virtual network, while D-ITG [12] is used as a network 
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traffic generator. There are hypervisors based on Ubuntu 
18.04 and VirtualBOX [13] on two geographically 
separated locations, which are over 160km apart. The SDN 
elements are generated and chained in Mininet, while 
Open vSwitch [14] is used as a virtual switch on the 
hypervisors. The entire network is relying on OpenFlow 
(OF) protocol. 

The conclusions made can be used in the preparation 
phase for introducing 5G radio access network (RAN), as 
well as for the services that will run in such an 
environment. The 5G ultra reliable low latency 
communications (URLLC) [15] is one of the key pillars of 
5G, which is supposed to support dense grids of endpoints, 
while end-to-end latency must be as low as 5ms. The 
experimental results that we use to identify the latency 
factors in a distributed NFV environment are the main 
contribution of our paper. The results can have a variety of 
use cases [16], for services in almost any area, such as 
transportation [17], [18], healthcare [19], [20], 
manufacturing [21], [22], energy transmission [23].  

This paper is organized in the following order: in the 
next chapter we discuss the related work, then we explain 
in more detail the experimental testbed used. Afterwards 
we analyze the results. The conclusions are at the end. 

II. RELATED WORK 

The concept of building services in an NFV based 
architecture is a hot topic in the research community. 
There are various aspects that are being discussed using 
different kinds of methods. Some of the authors are 
focused on the theoretical part, using mathematical models 
to predict the behavior of such services [24], [25]. 
Queuing theory and Markovian chains [26], [27] are one 
of the most used techniques for such an analysis. 

Other authors are exploring the possibilities for 
improvements of the services built upon SDN and NFV 
using software applications and frameworks [28], [29]. 

There is research on the subject that is experimental 
[30], [31]. Similarly, we have made a unique experimental 
environment in order to measure the packets sojourn time 
in a D-NFV based services. 

E. Fountoulakis et al. [24] use NFV and Multi-access 
Edge Computing (MEC) to develop a queueing model for 
the performance analysis of a system that is consisted of 
both processing and transmission flows and propose a 
method in order to derive analytical expressions of the 
performance metrics of interest, such as end-to-end delay, 
system throughput, task drop rate. They use different 
scenarios for simulation and analytical calculations in 
order to provide insights for the decision making on traffic 
flow control and its impact on critical performance 
metrics. Our work is purely experimental and is focused 
on a single metric: the network latency, with similar 
motivation, to ease the decision-making process when a 
service chain is developed. 

In [25], the main focus is on the network slicing as one 
of the key features of 5G mobile networks to cope with the 
diverging network requirements. Network slices are 
isolated, virtualized, end-to-end networks optimized for 
specific use cases that share a common physical network 

infrastructure. A mathematical model for solving the 
offline Network Slice Embedding Problem formalized as a 
standardized Mixed Integer Linear Program is presented, 
where a latency sensitive objective function guarantees the 
optimal network utilization as well as minimum latency in 
the network slice communication. We are also considering 
the latency, and our case is feasible in a 5G environment, 
but from an experimental point of view. 

The authors of [26] also deal with network slicing that 
has emerged as a promising paradigm of the 5G mobile 
networks and which is based on NFV and SDN 
technologies. They propose a network slicing architecture 
for 5G mobile networks involving a cloud radio access 
network (C-RAN), mobile edge computing (MEC), and a 
cloud data center. They model the proposed network 
slicing system based on queueing theory, which is used to 
derive the main performance metrics of the network. 
Similarly, in [27] a softwarized IMS architecture built 
upon a NFV paradigm is modeled using M/G/c system in 
order to characterize the behavior of softIMS in terms of 
failure/repair events, and to derive a set of optimal 
configurations satisfying a given availability requirement. 
This research, unlike ours, is theoretical, although some of 
the results regarding the network latency are comparable 
to our experimental results. 

NFV architecture from a point of software and system 
modeling is overviewed by M. Sadaf et al. [28]. They use 
MAPLE, an integrated process modelling and enactment 
environment with traceability information generation and 
analysis support built into Eclipse Papyrus to review the 
automation of network service management in NFV and to 
define an automated process for the design, deployment, 
and management of network services. They use UML 
activity diagrams for process modelling. 

In [29], the authors make a review of NFV and service 
function chain (SFC) implementation frameworks and 
present a taxonomy of the current proposals. They have 
three major categories based on the primary objectives of 
each of the surveyed frameworks: resource allocation and 
service orchestration, performance tuning, and resilience 
and fault recovery. Their accent is also on the NFV slicing 
which is closely related to the NFV distribution that we are 
investigating in our research. 

J. Vergara-Reyes et al. [30] have created an 
experimental testbed based on an NFV architecture in 
which they generate network traffic and analyze it using 
supervised machine learning algorithms in order to grade 
the efficiency of the algorithms in traffic classification. 
The results are important for network performance, 
monitoring and security in the NFV and SDN based 
environment where the traffic itself goes mainly in the 
virtual layer in east-west direction, rarely going through 
the physical links in north-south direction. Our work is 
similar to their in regard to the experimental setup of the 
SDN and NFV architecture, but our goals and research are 
in a different direction. 

The authors of [31] introduce a novel testbed, called 
5GIIK, that provides implementation, management, and 
orchestration of network slices across all network domains 
and different access technologies. They identify design 
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criteria that are a superset of the features present in other 
testbeds and determine appropriate open-source tools for 
implementing them. Their testbed is about slice provision 
dynamicity, real-time monitoring of VMs and VNF-
onboarding to different virtual infrastructure managers 
(VIM). We are also introducing an NFV testbed, with a 
main goal to measure the network packet latency, and to 
make conclusions on the factors that influence it. 

III. EXPERIMENTAL SETUP 

We are creating an environment with a multi-site 
distributed data plane NFV MANO. Such an environment 
is practical when it is necessary that the network elements 
that are forming the user service are closer to the 
consumer. Multimedia services are one such example. 
This scenario is also plausible for multiple data centers in 
one or more geographic regions. Our experiment is limited 
to a two-site infrastructure, but the results and the 
conclusions can be widened to a scenario with more sites 
[32]. 

The experiment will show the impact of the placement 
of the VNF elements forming the service chain on the 
network latency. The service tends to have the lowest 
possible network latency, but this is bounded by the 
possibilities of the NFV infrastructure to dynamically 
create the VNFs on the location that is possible. 

Our testbed is based on Ubuntu 18.04 hypervisors and 
Oracle VirtualBox that are installed on two geographically 
separated locations. The distance between the locations is 
160km. The link between the locations has a bandwidth of 
10Gbps. The physical switches in the datacenters are 
working in a traffic shaping mode. Each hypervisor has a 
network interface with 1Gbps bandwidth. There is not any 
kind of Quality of Service (QoS) implemented. As this is a 
NVF environment, we assume that the system is based on 
a single network slice, with two subnets, one in each site. 

Open vSwich (OVS), which is based on open flow, is 
used on hypervisors. The network is simulated with 
Mininet, with multiple hosts, switches and links. The IP 
addressing in the simulated network is private, and GRE 
tunneling is used for outside communication. Ryu is used 
as an SDN controller and together with the Mininet 
network generator simulates the NFV Management and 
Orchestration (MANO). A single Ryu controller is used, 
meaning that it is responsible for the flow tables on both 
vSwitches. When a flow is going in a single location, it 
passes only inside the virtual infrastructure, the traffic is 
completely east-west based. When the service chain is 
distributed, the traffic leaves the virtual infrastructure, and 
through the physical switches and the link goes to the 
other location. The routes in the NFV are completely OF 
based and the controller always chooses the best possible 
network path.   

To simulate network traffic, we use the distributed 
Internet Traffic Generator (D-ITG). We generate both TCP 
and UDP based traffic. D-ITG produces traffic at packet 
level, replicating appropriate stochastic processes for both 
IDT (Inter Departure Time) and PS (Packet Size) random 
variables [12]. 

In D-ITG we use the multi-flow option to create 
multiple simultaneous data flows with standard payload 
information (as it is defined by D-ITG). We set the inter-
departure time in the flows to have normal distribution. 
We conducted 30 iterations for each experiment by using 
4, 8, 12 and 16 dataflows. The iterations last from 30 
seconds to 10 minutes. The time intervals follow the 
Poisson distribution. 

We are sniffing the network traffic inside 2 virtual 
machines, each installed on a separate location, using 
Wireshark and tshark [33]. The number of packets that 
were captured varied from 7612 to 4029312 packets, with 
an average number of 1862225 in an iteration. We are 
calculating the mean packet delivery time of the packets 
within an iteration and within an experiment. 
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Fig. 1. Experimental environment for D-NFV based 

system. 

IV. EXPERIMENTAL RESULTS 

Our first experiment was with a network path 
simulating a service that spans on a single location. The 
generated traffic is completely within the primary location, 
with destination set to the local VM, simulating a 
consumer in a close proximity to the provider. As 
expected, the number of concurrent dataflows has an 
impact on the mean packet delivery time, but the rise in 
the packet delivery time is small. 

 
Fig. 2. Mean packet delivery time in a single location 

service. 
 

Table 1 shows the results of the mean packet delivery 
time taken from 30 measurement iterations for each 
experiment, using 4, 8, 12 and 16 concurrent dataflows. 
Fig. 2 shows the results graphically. 
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TABLE 1: MEAN PACKET DELIVERY TIME IN A SINGLE LOCATION 

SERVICE 
Flows 4 8 12 16 
Mean packet 
delivery 
time(ms) 

0.434 1.629 2.971 5.86 

 
When the service spans across two locations, with some 

of the VNFs on the primary, and some on the secondary 
location, the network packets can flow between the two 
locations multiple times. In this scenario we were 
measuring the mean packet delivery time by simulating 
traffic that flows 1, 3, 5 and 7 times through the link. We 
have done the experiment 4 times, again by using 4, 8, 12 
and 16 parallel dataflows. The source of the network 
traffic is always in the primary location, while the 
destination (e.g., the consumer) is always in the secondary 
location. Mean packet delivery time was calculated based 
on 30 iterations for every situation. 

 
TABLE 2: MEAN PACKET DELIVERY TIME IN A TWO LOCATIONS 

SERVICE. 
Passes 
through 
the link 

Concurrent flows 

4 8 12 16 

1 5.121ms 5.67ms 6.195ms 6.634ms 
3 5.72ms 11.21 ms 31.461ms 48.389ms 
5 8.432ms 31.961ms 61.31ms 89.455ms 
7 19.651ms 58.12ms 112.942ms 193.82ms 

 
As the results from Table 2 show, the impact of the link 

crossing has a significant impact on the mean packet 
delivery time, and the impact is bigger for a larger number 
of concurrent flows, which is expected. Visually this can 
be seen in Fig. 3. 
 

 
Fig. 3. Mean packet delivery time in a two locations 

service. 
 

We compare the scenarios, when the service chain is on 
a single location, and when the service chain is on two 
locations, passing multiple times through the link. This is 
shown in Fig. 4. We can conclude that the mean packet 
delivery time rises in both cases, but in the two locations 
case, the network latency is much bigger, going almost up 
to 200ms, while in the single location scenario the latency 
is significantly smaller. This delay is caused mainly due to 
the traffic shaping setup of the switches in the link, but this 
setup is common when both TSP and UDP traffic are 
going through the physical switches and the links. While 
traffic policing is about dropping or reclassifying packets, 

traffic shaping tries to make traffic conform to a certain 
rate by delaying the packets in a buffer and sending them 
out as “space” becomes available. This proves that the 
proximity of the VNFs that are part of the service and the 
end consumer has a significant impact on the network 
latency, thus confirming that network architects must 
carefully consider the placement of the networking 
elements. 

 

 
Fig. 4 Single location vs. multiple passes through the link 

 
As a third setup, we are investigating a situation in 

which the packet source is always in the primary location, 
while the destination can be in the primary or in the 
secondary location. Our iterations are based on a specific 
percentage of the traffic going to the secondary locations, 
measuring the mean packet delivery time when 10%, 20% 
and up to 100% of the flows are going to the secondary 
location. We were using 40 concurrent dataflows. When 
all the traffic was going through the link, the network 
interfaces of the hypervisors were utilized up to 97%. The 
results can be seen in Table 3 and Fig. 5. 

 
TABLE 3: MEAN PACKET DELIVERY WHEN PERCENTAGE OF THE 

TRAFFIC GOES THROUGH THE LINK 
% of 
flows 

through 
the link 

10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

Mean 
Packet 
delivery 

time 
(ms) 

5.86 9.82 16.13 22.07 28.91 35.87 50.05 61.81 100.12 191.58 

 
We can use the results of the previous experiment for a 

disaster recovery scenario, where we will assume that the 
primary location fails and the secondary location is the 
only location providing the VNFs for the service. The 
consumer (the destination) is in close proximity to the 
primary location. We assume that the link is up, which can 
be treated as a situation in which the link is not impacted 
from the disaster, or a secondary link exists and is in 
function. We will not take into consideration the time 
needed for the link re-establishment as this can vary from 
a particular situation and it can be treated as a constant that 
will introduce an additional network latency. It is a 
scenario in which 100% of the network flows go from the 
secondary, back to the primary location. 
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Fig. 5. Mean packet delivery time relative to % of packets 

through the link. 
 

From the results we can see that although the network 
packets number rises linearly, the network latency rises in 
an exponential manner, as it can be seen in the figures. 
The results can be important to network architects that can 
benefit from the possibility of the service distribution to 
multiple geographically separated locations, having in 
mind that the proximity of the networking elements to the 
end service consumer has a great impact on the network 
performance. But if the traffic of a single service is routed 
to multiple locations, the network latency is highly 
impacted. With this, an optimal scenario from a point of 
network latency performance, but also from a point of 
price of the infrastructure can be designed. 
 

V. CONCLUSION 

We have made an experimental testbed to simulate a 
system based on an SDN and a Distributed NFV in order 
to evaluate the network latency that will occur under 
different circumstances. We used two geographically 
distant locations connected with a carrier grade link with a 
bandwidth of 10Gbps. Physical switches that connect the 
locations use traffic shaping policy and the link has no 
QoS set up. We were calculating the mean packet delivery 
time by performing 30 iterations of every experiment. 

The main motivation for our research is to draw 
conclusions for the impact that a distribution of a service 
built on an NFV architecture has on the network packet 
latency. We compare the results with a service that is built 
on a centralized NFV environment, having in mind the 
stability of the system in case of a network congestion 
caused by filled network links. 

The objective of our research is to guide network 
architects when designing services in an NFV architecture-
based environment, so that the most optimized and cost-
effective design is chosen, regarding the network packet 
latency. 

As expected, the experiments proved the conclusion that 
when the service spans across multiple locations, the link 
between them has a significant impact on the network 
packet latency. The number of passes of the packets 
through the link makes an exponential rise in the overall 
packet delivery time. By introducing a distribution in the 
NFV infrastructure, the service chain can be kept in close 
network proximity if the service consumer, thus providing 

the best possible service quality. The latency that is 
introduced by the links is significant and the distribution 
of the NFV makes sense in scenarios where the network 
packet delays must be minimal. On the other hand, 
introducing multiple locations can have a major influence 
on the complexity of the network topology. The approach 
that we use, by using SDN and NFV, minimizes this 
problem. 

The results that we analyze are in-line with other 
researchers, that are making analytical and experimental 
investigations on the network latency within NVF, using 
the results for different purposes, such as placement of the 
VNFs, calculating the optimal data-paths, scaling the 
infrastructure [34], [35], [36]. 

The conclusions that we made can be used by 
researchers and network architects to plan the 
infrastructure and to predict the latency of the services. 
Bringing the networking elements closer to the consumer 
is essential if the latency is of great importance. These 
scenarios are important when using 5G network for the 
services. Dividing the VNFs in multiple locations can have 
financial sense if the latency caused by it is carefully 
calculated and does not impact the service. 
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