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Cloud-based System for Real-Time Reading of
Smart Meters’ Data over 5G New Radio

Miodrag Forcan, Mirjana Maksimovi¢, Jovana Forcan, and Srdan Joki¢

Abstract —The potential of the combined application of
Cloud computing and the fifth generation of cellular network
technology (5G) in Smart Grid (SG) could be revolutionary in
terms of empowering the Advanced Metering Infrastructure
(AMI). The model of a real-time 5G-based communication
system for remote reading of Smart Meters’ data is developed
and presented in this paper. Online monitoring of power
demand has been performed using the Cloud-based platform
ThingSpeak. The proposed 5G communication model and
online monitoring function have been tested and validated
using a power demand variation scenario in a well-known
IEEE 13 node network. The obtained results confirm the
model accuracy and reveal the potential of AMI based on real-
time data transmission between Smart meters (SM) and Cloud
computing platform using a 5G communication network.

Keywords — 5G, Cloud computing, Smart meter, Smart
Grid.

I. INTRODUCTION

REATER reliability, security, efficiency, economy,

and environmental friendliness are the primary
objectives of the transition from the traditional grid to the
smart one. The seven characteristics define the Smart Grid
(SG) [1]: the active involvement of consumers,
accommodation of all generation and storage options,
facilitation of new products, services or markets, provision
of power quality for the digital economy, optimization of
the use of assets and operating efficiency, anticipation, and
response to system disturbances (self-healing), and
resilience against attacks and natural disasters. The idea
behind the SG vision can be summarized into the delivery
of high-quality power continuously, efficiently, and
securely. This can be achieved by means of heterogeneous
intelligent devices (sensors and meters) and an appropriate,
highly flexible, secured, and two-way communication
between the transmission and distribution sectors, securing
and transmitting the mass of data produced within an SG
environment [2], [3]. The voluminous and various types of
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SG-produced data are usually sent to the Cloud for further
processing, storage, and decision making. This task is quite
challenging due to latency, locality, and network congestion
[4]. The realization of the SG communication system that
will enable a bi-directional exchange of data in near real-
time and will satisfy SG's needs (in terms of data rate,
transmission range, latency, security, adaptivity, etc.) is
extremely important [5].

The vision of the modern world, established on the idea
of the Internet of Things (IoT), provides an increasing need
to accept information from many points in a short time.
Furthermore, enabling controlled processes and features in
SG requires a completely different concept of recording
certain measured quantities. The phenomenon of a
distributed architecture of an electrical network also
contributes to this sense of approach [6]. An important role
of Smart Meters (SM) is also reporting on electricity quality
indicators, active and reactive power measurement, load
control, fault reporting, and other power grid functional
measures [7].

The fifth generation of mobile communications (5G), due
to its excellent performances in terms of capacity, data rate,
latency, security, etc., can provide an adequate response to
a wide variety of emerging applications characterized by a
high connection density, very high traffic intensity and very
high mobility [8]. As such, 5G mobile communication
technology appears to be the perfect candidate for SG
application in the process of transmitting data from many
heterogeneous smart devices to a remote, centralized Cloud.
The computational requirements for SG applications can be
fulfilled using Cloud computing. Flexible resources and
services shared across networks, parallel processing, and
ubiquitous access [9] are some of the features of Cloud
computing that are desirable for SG applications. The
example of applying a Cloud-based communication
approach in SG is demonstrated in [10].

Based on previous statements, the symbiosis between 5G
and Cloud and its integration into SG appears to be the key
solution for real-time collection and the analysis of large
quantities of different kinds of data from heterogeneous
devices and widely distributed geographically [5].

This paper presents the concept of integration of 5G
communication system and Cloud computing in SG-related
application scenario. The paper is organized as follows. The
Cloudification concept to support online monitoring in SG
is described in Section II. Section III explains the modeling
of real-time communication between Cloud server and
SMs. In Section IV, the online power demand monitoring
in IEEE 13 node network is defined as the case study to
validate the proposed real-time communication system
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model. The results of Bit Error Rate (BER) performance
related to data transmission over a fading communication
channel are elaborated in Section V. Section VI gives
relevant conclusion remarks.

II. CLOUDIFICATION TO SUPPORT ONLINE MONITORING OF
POWER DEMAND OVER 5G NEW RADIO

The development of 5G and Cloudification affects one
another. 5G impacts the development of Cloud computing
by making the Cloud distributed in terms of Fog and Edge
computing existence that enable decentralized and
intelligent processing and storage closer to the endpoints
where data is being gathered and used. Data processing and
storage become localized by adding data microcenters to or
near 5G towers. Fog and Edge computing services reduce
bandwidth use by pre-processing data more quickly and
sending only relevant data further to the Cloud. Faster data
streaming and analysis, working from any location through
better connectivity, developing better security systems and
new features are benefits that SG will bring to the Cloud.
To meet operational and application needs, 5G technologies
move away from hardware-driven infrastructure. They are
undergoing “Cloudification” through Software Defined
Networking (SDN), Network Function Virtualization
(NFV), network slicing, and self-managed networks [5].
The symbiosis of Cloud infrastructure and 5G
communication network can be seen as the distributed
Cloud environment (Central and Edge Clouds) based on
SDN, NFV, and 5G technologies that enable multi-access
and multi-Cloud capabilities. Extending Cloud platforms,
technologies, and virtualization capabilities throughout a
network, make 5G infrastructure more agile, flexible, and
scalable [5], [11]-[13].

Online monitoring of power demand across power
network’s nodes is the most important task of AMI in SG.
The main goal is to provide real-time data about the general
status of the network to the Distribution System Operator
(DSO) and other SG clients [14]. Real-time
communications have been enabled by the most modern SM
devices. 5G NR can provide high user density, reliability,
and availability through enhanced Mobile Broadband
(eMBB) service. Cloud computing services enable the Big
Data paradigm required to process large amounts of SMs
data in real-time.

Telfor Journal, Vol. 13, No. 2, 2021.

III. MODELING OF 5G-BASED REAL-TIME
COMMUNICATION BETWEEN CLOUD SERVER AND SMART
METERS

An interactive model has been developed to demonstrate
the real-time communication between SMs and Cloud
server. Modeling and simulation were conducted using
Matlab R2020a [15]. The conceptual modeling scheme is
given in Fig. 1.

SM’s data are generated in the form of power demands
successively updating in 15-minute time intervals.
MATLAB-function block is used to implement memory
registers of the SM model according to [16].

Transport blocks consist of power demands per phase
and event date and time information. Transport block
lengths are 104 and 232 bits for single-phase and three-
phase SMs, respectively.

A. 5G Communication model

A 5G communication model consists of three MATLAB-
function blocks implementing a transmitter, channel, and
base station. Transport blocks are coded in transmitters
according to procedures recommended in the 3rd
Generation Partnership Project (3GPP) [17]. Low-Density
Parity-Check (LDPC) codes are recommended to be used
for uplink transmission of the user’s information due to
their excellent BER performance and fast encoding and
decoding procedures.

To simulate the influence of natural random signals on
wireless signals, the AWGN (Additive White Gaussian
Noise) channel can be selected in the simulation procedure.
In this case, the noise is additive, white, and with a Gaussian
distribution of noise samples. The AWGN channel model
does not consider fading, frequency selectivity,
interference, nonlinearity, or dispersion. As a result, for the
realistic channel modeling for most wireless connections,
the AWGN model is inadequate. As in realistic scenarios,
there are a variety of propagation routes from transmitters
to receivers, various forms of fading, and other related
distortions were added to the emitted signal. Therefore,
apart from the direct path between the transmitter and the
receiver (which may not even exist), other paths can be
formed by reflection, diffraction, scattering, or other
propagation scenarios.

Lo Cloud-based
\) monitoring

smart
meters

SG communication
model

smart
meters

Fig. 1. Modeling of Cloud-based monitoring of Smart Meters’ data over 5G NR.
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Consequently, various versions of the transmitted signal
that have arrived at the receiver side have variable signal
strength, time delay, or phase. The most widely used models
of channels for indoor and outdoor wireless
communications are Rician and Rayleigh. The Rician
channel model is used where there is a dominant line-of-
sight (LoS) component between the transmitter and the
receiver, while a Rayleigh channel pattern is applied when
there is no LoS component [18].

To model a more realistic wireless communication
channel, a fading channel block was followed by the
AWGN channel block.

Data from SMs are received by the base station model in
regular  15-minute time intervals. After signal
demodulation, transport blocks are retrieved using the
decoding procedure defined in [17]. Implemented LDPC
decoder uses the sum-product message-passing algorithm.
The maximum number of decoding iterations is set to 25.

B. Cloud-based IoT platform ThingSpeak

Real-time communication between MATLAB models
and the Cloud platform was simulated with the help of the
ThingSpeak server. ThingSpeak [19] is an IoT Cloud
platform capable of simulating real-time communication,
enabling a bidirectional flow of information between the
user and the simulated system. ThingSpeak allows
gathering and storing sensor data in the Cloud, provides
analytic tools and visualization using MATLAB
programming, and development of IoT applications. In this
paper, a collection of real-time SMs data flows in the Cloud
as well as their online analysis and visualization with
MATLAB were done using the ThingSpeak platform.

Real-time software interfaces with the operating system
to enable the highest priority of execution to the developed

5G communication model at the prescribed sample times.

Validation of the 5G communication model has been
performed by comparing transport blocks generated by SMs
and received by ThingSpeak.

IV. REAL-TIME MONITORING OF POWER DEMAND IN IEEE
13 NODE NETWORK

To demonstrate the functionality of the proposed
approach for real-time monitoring of power demand a
developed 5G communication model has been tested on the
example of the IEEE 13 node network [20]. The previous
network is often used for basic distribution system analyses,
such as power flows, voltage control, renewable energy
integration, etc.

A. Power demand variation scenario

Nominal demand powers for IEEE 13 nodes are given in
Table 1. In nodes 634, 671 and 675 power demands are
three-phase, while in the remaining nodes power demands
are single-phase. The highest balanced nominal power
demand is in node 671, while the highest unbalanced power
demand is in node 675. Generally, IEEE 13 node network
is unbalanced.

The special power demand variation scenario has been
defined as shown in Table 2. Real-time power demand
monitoring has been initiated at 21:25 on May 21st. Power
demand variations have been initiated in successive 15-
minute time intervals. Monitoring time ended at 22:10.

The power demand is constantly rising in some nodes,
such as 611, 634, and 692. In some nodes, such as 645, 646,
and 675, there is a fluctuation of power demand (rising and

dropping).

Table 1 Nominal power demands in IEEE 13 node network

Node number 611 634 645 646 652 671 675 692
Nominal 160 (A) 385 (A) 485 (A)
170 (C) 120 (B) 170 (B) 230 (B) 128 (A) 385 (B) 68 (B) 170 (C)
power Pu (kW) 120 (C) 385(C) | 290 (C)
Table 2 Power demand scenario in IEEE 13 node network
Monitoring time instants (15-minute-long time intervals)
Smart 21:25 21:40 21:55 21:10 21:25 21:40 21:55 22:10
Meters
Node 611 | 0.8P,(C) | 0.8P,(C) | 0.85P,(C) | 0.85P,(C) | 0.9P,(C) | 0.9P,(C) P, (O) P, (C)
0.6P, (A) | 0.65P,(A) | 0.7P,(A) | 0.75P,(A) | 0.8P,(A) | 0.85P,(A) | 0.9P, (A) Pn(A)
Node 634 | 0.6P, (B) | 0.7P,(B) | 0.7P,(B) | 0.7P,(B) | 0.8P,(B) | 0.8P,(B) | 0.9P,(B) | P.(B)
0.6P,(C) | 0.7P,(C) 0.7P, (C) 0.7P,(C) | 0.8P,(C) | 0.8P, (O 0.9P, (C) P, (C)
Node 645 | 0.6P,(B) | 0.7P,(B) 0.9P, (B) P, (B) 09P,(B) | 0.8P,(B) 0.7P, (B) | 0.6P, (B)
Node 646 | 0.9P, (B) | 0.8P,(B) | 0.9P,(B) P.(B) |09P,(B) | 0.8P,(B) P,(B) | 0.9P,(B)
Node 652 | 0.8P,(A) | 0.8P,(A) 0.8P, (A) 0.8P,(A) | 0.8P,(A) | 0.8P,(A) 0.8P,(A) | 0.8P,(A)
Pa(A) 0.95P, (A) | 0.9P,(A) | 0.85P,(A) | 0.8P,(A) | 0.75P,(A) | 0.7P,(A) | 0.7P, (A)
Node 671 P, (B) 095P,(B) | 09P,(B) | 0.85P,(B) | 0.8P,(B) | 0.75P,(B) | 0.7P,(B) | 0.7P, (B)
P, (O 0.95P, (C) | 0.9P,(C) | 0.85P,(C) | 0.8P,(C) | 0.75P,(C) | 0.7P,(C) | 0.7P, (O
P, (A) 0.9P, (A) 0.8P, (A) 0.6P,(A) | 0.5P,(A) | 0.5P,(A) 0.5P, (A) | 0.5P, (A)
Node 675 | 0.7P,(B) | 0.75P,(B) | 0.75P,(B) | 0.8P,(B) | 0.8P,(B) | 0.85P,(B) | 0.9P,(B) P, (B)
P, (O) 0.95P, (C) | 0.9P,(C) | 0.85P,(C) | 0.8P,(C) | 0.75P,(C) | 0.7P,(C) | 0.7P. (O)
Node 692 | 0.5P,(C) | 0.6P, (C) 0.7P, (C) 0.8P,(C) | 0.9P,(C) | 0.95P, (O P, (O P, (O)
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Constant power demand is present in node 652, and
constantly dropping power demand is present in node 671.
All previously described scenarios could be expected in real
distribution networks. Power demand variations could be
even more dynamic in certain situations.

B.  Monitoring system model implementation

The proposed monitoring system model is implemented
in the simulation environment Simulink. The model
consists of demand, SMs, fading channel, base station, and
Cloud communication interface models. Transport blocks
are sent by 8 SMs to the base station over fading wireless
communication channels. Received transport blocks are
then transmitted from the base station to Cloud platform
ThingSpeak. The integration of the proposed 5G
communication model and IEEE 13 node network model is
shown in Fig. 2.

There is no power demand in nodes 632, 633, 684, and
680. The main distribution station is in node 650. The nodes
634, 671, and 675 are equipped with three-phase SMs,
while the remaining nodes are equipped with single-phase
SMs. The power is delivered to end-users using power
overhead transmission lines and transformers. There is a
voltage regulation transformer between nodes 650 and 632.
The power demand variation scenario, defined earlier in
Table 2, has been applied to the model described in Fig. 2.

DSO can monitor the power delivered from the main
distribution station (node 650) remotely if there is a
Supervisory Control and Data Acquisition (SCADA)
system built. SCADA systems usually operate using an
independent communication network, such as fiber optics
infrastructure. The proposed power demand monitoring
system over a 5G communication network could be used by
DSO to estimate the power losses more accurately. Load
profiling and forecasting would be also available to DSO,
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thus empowering the transition to the concept of SG and
efficient energy management.

C. Results of power demand online monitoring

The selected results of power demand online monitoring
in IEEE 13 node network are shown in Fig. 3.

According to monitoring results from displays (a.l),
(a.2), and (a.3) in Fig. 3, there is a constant three-phase
power demand dropping in node 671. Power demand has
been decreasing equally in phases A, B, and C during
monitoring time. By comparing the obtained results with
the corresponding power demand variation scenario for
node 671 in Table 2 it can be concluded that the online
monitoring function operates accurately. All power demand
values are transmitted with no errors. Monitoring time
instants defined in Table 2 are coincident with time instants
recorded in cloud platform ThingSpeak shown in Fig. 3.
The proposed 5G communication system model can deliver
real-time data from SM models to the Cloud platform
ThingSpeak accurately, thus enabling online monitoring
function.

The functionality of the proposed model can be validated
additionally according to monitoring results from displays
(b.1), (b.2), and (b.3) in Fig. 3. Previous displays monitor
power demands in nodes 611, 645, and 646, respectively.
The recorded power demands are equal to corresponding
ones in the power demand variation scenario given in Table
2. The power demand in node 611 has been constantly
increasing during monitoring time, while power demands in
nodes 645 and 646 have been fluctuating. All power
demands recorded are single-phase since SMs in the
corresponding nodes are also single-phase.

The monitoring results of the remaining power demands
also confirm the functionality and accuracy of the proposed
model.

646 645 632 633 634
[ @ ® ® §§ 9
0123 m m

”2"\ ..HI/“-. '.‘m/y
Fading
T channel /
611 684 671 692 ¢ B3
® . °
Smart -
meter s -
&
652 680 ((‘ ’)) f‘
Base
station Cloud

Fig. 2. Real-time monitoring of power demand from multiple Smart Meters in IEEE 13 Node Network.
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Fig. 3. Online monitoring of power demand in IEEE 13 Node Network using Cloud computing platform ThingSpeak:
(a.1) SM in node 671 — phase A; (a.2) SM in node 671 — phase B; (a.3) SM in node 671 — phase C; (b.1) SM in node 611
—phase C; (b.2) SM in node 645 — phase B; (b.3) SM in node 646 — phase B.

V. BER PERFORMANCE ANALYSIS

To protect digital information against noise and
interference on the communication channel, the transmitted
digital signal is followed by a channel coding scheme. In
other words, a channel coding technique is an option for
reliable communication with a minimum error rate. For the
SMs data transmission, LDPC coding chains for the 5G
uplink shared transport channel UL-SCH, prescribed by
3GPP [15], were used. To evaluate the performance of the
proposed system, a BER analysis was carried out. BER is
the key parameter for characterizing a system performance,
as it makes it possible to evaluate the end-to-end
performance of a system (including the transmitter,
receiver, and medium in between). As its name suggests,
BER indicates how many errors will appear in the data
displayed at the remote end.

For more realistic simulation scenarios, the Rayleigh
channel model was used in this article. In this case, both
noise (follows a Gaussian probability function) and changes
to the propagation path (the propagation model follows a
Rayleigh model) can result in the degradation of a data
channel. Hence, during the simulation, a fading channel
block was followed by the AWGN channel block. The
Rayleigh channel property values are selected for the
outdoor environment: Sampling Rate: 10° s; Path Delays: 0,
107 and 107 s (for outdoor environment); Average Path
Gains: 0, -3, and -3 dB; a maximum Doppler shift of 0 (low
mobility leads to a Doppler shift of near zero).

The code rate used in simulations is 1/2. Data
transmission has been performed using Quadrature Phase
Shift Keying (QPSK) modulation. In addition to QPSK,
Physical Uplink Shared Channel (PUSCH) supports pi/2-
BPSK, QPSK, 16-QAM, 64-QAM, and 256-QAM
modulation schemes. QPSK provides lower data rates but is
more robust compared to higher-order modulation schemes
that can carry higher data rates but are not as robust when
noise is present.

BER simulations as a function of E/No (Energy per bit
to noise power spectral density ratio) for all eight SMs
messages have been performed and presented in Fig. 4.
Each simulation for a fixed Eu/No value was performed for
500 frames. The simulation procedure was continued for the
following Ey/No values until the calculated BER value
became lower than 10° which is set as a reliable
transmission criterion. The main goal was to determine the
minimum Ey/Np value required to achieve the reliable
transmission criterion under considered conditions.

For each of the SMs transport block lengths considered,
the BER vs Ey/Ny graph has a typical curve - BER decreases
with the increase of Ey/Ny. It is important to highlight that
when the BER value for some fixed Ey/Ny value becomes
lower than 1073 or equal to zero it is not presented in Fig. 4.
The higher accuracy of simulations could be achieved by
lowering the Ep/Nj increment step value which leads to
more time-consuming simulations with similar results as in
the case of higher Ey/Nj increment step. In addition, it can
be noted that for the longer transport block lengths - 232
bits (nodes 634, 671, and 675), error -correction
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requirements of desired BER values can be reached at lower
Euw/Ny values, while in the case of other nodes with shorter
transport block lengths, a target BER value is achieved at
higher Eu/No values. These results confirm the LDPC
superiority in the case of longer message lengths. In
summary, the results demonstrate that the BER
performances of LDPC codes are better for high Ey/Ny
values, but the reliable transmission is possible even in low
Ew/No values, which is very unlikely in a practical
applications of 5G.

10° - - - - - -

1071 ¢

1072

1073

Bit Error Rate

107

— SM 692

1075 : ' : : '
2 0 2 4 6 8 10

Eb/No (dB)

Fig. 4. SMs transport blocks — BER performance of LDPC
coding scheme for Rayleigh channel (code rate = /2).

VI. CONCLUSION

The potential of 5G-based real-time communication
between SMs and Cloud platform in SG applications is
revealed in this paper. Real-time communication enables
Cloud-based online monitoring of power demand in SG.
The capabilities of the developed 5G-based real-time
communication model are demonstrated using the case
study of the power demand variation scenario in a well-
known IEEE 13 node network. Online monitoring of power
demand by the remote reading of SMs proved to be very
accurate in the 5G-based real-time communication
modeling environment. Additional testing related to BER
performance analysis reveals that the proposed
communication system model performs very accurately
even for low Ey/Ny values. The possible applications of the
proposed Cloud-based system in SG are enormous. AMI
could be significantly empowered using the proposed
approach. Besides power demand, online monitoring could
be applied to predictive maintenance of power system
components, power quality related metrics, and fault
management systems.
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