Original scientific paper

Telfor Journal, Vol. 14, No. 1, 2022.

Prototype Wireless Network for Internet of
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Abstract — This paper presents a software prototype of a
wireless network for the Internet of Things (IoT) based on the
DECT (Digital Enhanced Cordless Telecommunication)
standard. It proposes an architecture for encapsulating
commands from the most common IoT protocol, MQTT
(Message Queuing Telemetry Transport), into SIP (Session
Initiation Protocol) packets. A module is created to embed
MQTT-SN (MQTT for Sensor Networks) packets into SIP
packets. The module is developed in Go language using the
built-in "net" library. Delivery of MQTT-SN packets to IoT
devices is carried out using the SIP protocol. Source codes and
instructions for installing the gateway can be found at
https://github.com/iSinyavsky/mqtt-sn-sip-gateway.

Keywords — DECT for IoT, encapsulation of IoT command,
MQTT over SIP, SIP routing.

[. INTRODUCTION

HE Internet of Things has evolved in recent years from

an exotic technology for connecting houschold
appliances into an emerging industry that addresses
numerous consumer, commercial, industrial and
infrastructure challenges. However, the rapid development
of such technology has led to a spectrum of problems.
Within this spectrum, problems with the security of the
technology and the network connectivity of IoT devices
stand out.

Security flaws in the technology have led to the
emergence of botnets of enormous size [1]. On the
communications side, providers have also proved
unprepared for the IoT boom [2]. Conventional
communication systems for connecting ordinary users are
ill-suited to IoT networks, as they were designed for very
different purposes.

Network connectivity for [oT devices must have many
features, including:

- Low power consumption.

- Longer network range, up to several hundred metres,
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which is considerably larger than that of WiFi or Bluetooth.

- High network bandwidth and high data transfer rates
are not required.

- The range of wireless frequencies must be free and
must not be subject to government regulation.

Currently, among wireless connections, WiFi leads the
way, with cellular networks taking a fairly large share [3].
These technologies, however, do not meet all requirements
and are quite costly to establish and operate.

For this reason, there are currently numerous attempts to
develop new wireless communication standards that are
fully adapted for connecting IoT devices. Specialized
communication technologies generally use narrowband
modulation. However, there are at least 7 such systems on
the Russian market alone, but these are fundamentally
different technologies for building IoT networks. There is
no unified standard for wireless connection of IoT devices
yet. In addition, all existing technologies are not fully open
protocols.

LoRa (Long Range) technology [4] uses a proprietary
modulation algorithm, so the chip for LoRa operation is
proprietary and protected by a French patent. This is why
this technology cannot be considered open source. The
Sigfox platform [5] is also proprietary and provided as an
off-the-shelf solution. The Russian technology Strizh [6] is
based on the proprietary, narrow-band XNB (Extended
Narrow Band) protocol and is fully controlled by the
developer.

We have previously put forward the idea [7] of the
possibility of reviving the old DECT technology and using
it for IoT needs. This technology is currently experiencing
a second birth due to a whole family of new standards
adopted by ETSI (European Telecommunications
Standards Institute) in 2020. [8]. Our report at TELFOR
2021 [9] lists the main advantages of DECT technology
over existing and ongoing developments. These include the
increased communication range, the unfilled frequency
range, the energy-saving technology and the sufficient
transmission speed.

The focus was on DECT-based communication circuits.
Two possible ways of communication were pointed out.
The first involves full TCP/IP connectivity at the IoT
executive device using DECT. The second method assumes
that the DECT handset supports VoIP (Voice over IP)
technology. In this case, IoT control commands are
encapsulated in VoIP packets on the IoT service server,
transmitted to the DECT terminal, where they are retrieved.
However, the idea of encapsulation was only suggested in
the report and was not specified in any way.
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This paper focuses on how to solve the problem of
encapsulating MQTT packets into VoIP packets and
arranging the exchange of IoT control packets from the
cloud server to the actuator. In this case, a wireless network
of the DECT standard is used as the last mile.

The article not only analyses the basic technology of

packet encapsulation, but also proposes an original solution,
which is tested in experiments. Thus, we can talk about a
software prototype of a wireless network for the Internet of
Things based on the DECT standard. Unfortunately, our
project is not yet supported financially, so we have not yet
been able to present a complete software-hardware
prototype, but the available groundwork is enough to
implement it as soon as possible.
The article is implemented as follows. The second section
will outline the basic approaches for implementing wireless
communication for IoT devices based on DECT
technology. The third section describes the software
implementation of encapsulation, the fourth section
describes routing using the SIP protocol. Conclusions are
then drawn and our next steps for the practical
implementation of the developed prototype are described.

II. BASIC PROVISIONS FOR USING DECT AS A WIRELESS
NETWORK FOR IOT DEVICES

When creating a new technology, there are several
important points to consider. Only the successful
implementation of these provisions will ensure that the new
technology will not be stillborn, will be widely used, and
that the money spent on its development will pay off.

The main critical provisions for new development are

- The resources spent, including financial resources

- Time needed for development

- Simplicity of the proposed solution and its compliance
with the technical requirements

These are the points that have guided our development.

To keep the design as simple as possible and shorten the
development time, no changes were made to the DECT
technology. It is accepted as the basis, and its subscriber
devices must be based on minicomputers with a Linux or
Android operating system. This is the only requirement for
the hardware platform.

Our innovations can be summarized in two points:

1. encapsulating IoT control packets (MQTT) in VoIP in
the control cloud and retrieving them back on the user
device

2. SIP protocol is used for routing. That is, an extra layer
is added to the protocol stack. However, we have to allocate
two sections of the route, on each of these sections the
encapsulation scheme will be different. The first section
from the control cloud to the DECT base station is called
the backbone section. In this section all network devices
transfer data according to the TCP/IP protocol stack, each
device has an IP address. The protocol encapsulation
diagram is shown in Fig. 1. The -corresponding
communication scheme is discussed in more detail in
section 4. In our solution, we used a specific SIP software
implementation in the form of the freely distributed
Asterisk solution. Note that all elements involved in the
complete communication scheme from Section 4 are

assigned specific SIP addresses. It is on the basis of these
addresses that routing takes place. This principle leads to
the fact that the shortage of IPv4 addresses can be done
away with, as they are not needed for the actuators. But
there is another positive effect of this approach.

MQTT A

SIP

TCP /UDP

IP

Fig. 1. Schematic of the proposed protocol stack on the
backbone.

Since the IoT executive device is connected via DECT,
and the full TCP/IP stack is not up, it will be very difficult
to hack. It is also difficult to use this device to conduct
network attacks.

The proposed solutions will be described in more detail
in the following sections, here we would like to focus on the
financial and labour costs involved in this development.
This project is at this stage a personal initiative of the
participants and is not yet supported by research funds. Less
than a year has passed from idea to implementation. The
participants are one professor, one postgraduate student and
4 students, who are carrying out educational projects on the
same topic.

When comparing the costs and timelines of prototyping,
the other technologies listed in the introduction required
large teams. And the term of this work was not less than two
years, and the costs amounted to at least hundreds of
millions of dollars for foreign companies, while Russian
companies spent tens of millions of rubles.

This difference can be explained by the fact that we were
able to organise the research for this project as exploratory
research. This is research that involves not only the search
for new knowledge, as in the case of fundamental research,
but also a specific area of application of the result found. It
is precisely this type of research that should be a priority in
Russia.

III. SOFTWARE IMPLEMENTATION OF ENCAPSULATION

F The first of the two key technologies for building a
prototype wireless network for the Internet of Things based
on the DECT standard is packet encapsulation of IoT
control protocol packets into VoIP packets.

IoT protocols are plentiful, we have chosen one of the
most commonly used protocols MQTT (Message Queue
Telemetry Transport) [10] to investigate encapsulation
methods. It is an open data exchange protocol designed to
transmit packets over a WAN when there are bandwidth
constraints. The basic principle of the protocol is a
subscription scheme with asynchronous operation, which is
shown in Fig. 2.
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Fig. 2. Diagram of the MQTT operation.

Each MQTT command is transmitted in a separate
message. In order to implement our idea, it is necessary to
encapsulate these messages in SIP packets. SIP is a session
establishment protocol used in VoIP. Encapsulation scheme
on the trunk channel is shown in Fig. 1. The encapsulation
scheme on the DECT radio channel (last mile) is quite
different. The last mile is the section from the base station
to the DECT handset combined with the IoT executive
device. In this section, a DECT frame is transmitted over
the radio channel. This is where the SIP packet with the
MQTT command is encapsulated.

MQTT A

SIP

DECT

Fig. 3. Encapsulation scheme at the last mile.

The payload length in MQTT can be up to 456 bytes in
one packet and 2 bytes per fixed header. The SIP protocol
can send up to 1300 bytes without fragmentation. It is worth
considering the specifics of IoT messages transmitted via
the MQTT protocol. For example, the size of an MQTT
packet published on topic /test/111/test with value 10 is 20
bytes (Fig. 4).
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Fig. 4. MQTT packet size in WireShark software.

The following message types are embedded in the MQTT
protocol:

- connect (access/connection establishment);

- disconnect (disconnect)

- publish: (publication of information in a topic)

- subscribe: (subscription to the topic)

- unsubscribe: (publication of information on the topic)

- unsubscribe: unsubscribe from topic.

In SIP there is a "Message" request, which allows the
transfer of SMS messages between subscribers, the request
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consists of a SIP header and attached data, usually in
text/plain format. The MQTT data can be transferred within
the SIP Message, having previously prepared it for the
required format, for example, by converting the payload
bytes into hexadecimal string representation.

The next step to solve the encapsulation issue is to create
a module to allow packing MQTT packets into SIP packets.
Two alternative encapsulation options were tested.

According to the first variant, development was proposed
to be done in Python, using the Scapy library. This tool
allows to create your own network packets or capture and
modify them. However, this way turned out to be a dead
end.

The second way led to success. The module was
developed in Go language using the built-in "net" library.
This module is a gateway that receives packets of one type,
performs processing and sends packets of another type:
MQTT -> SIP, SIP -> MQTT. Both gateways are located
between the broker and the subscriber with Fig. 2.

MQTT
l’over SIP—l
MQTT MQTT-SIP MQTT-SIP loT
Broker Gateway Gateway Device
L MaTT J LDECT—T

over SIP

Fig. 5. Encapsulation diagram.

In this case, the MQTT-SIP Gateway acts as a proxy
server handling request. The same gateway has to be
implemented on the subscriber terminal. The final
communication scheme is shown in Fig. 5.

Interim testing during development revealed a problem
that prevented the encapsulation module from working
correctly. SIP packets are mostly sent over the transport
protocol UDP, while MQTT is based on TCP and works on
a subscription basis. Therefore, an alternative solution has
been developed to support a new version of the MQTT
protocol which is abbreviated as MQTT-SN.

MQTT-SN is a MQTT based protocol developed
especially for sensor networks [11]. Benefits include
reduced packet size and operation over the UDP transport
protocol. The reduction in packet size is achieved by
reducing service information. In order to work with MQTT-
SN protocol, standard MQTT broker is used on IoT services
server, with addition of additional element MQTT-SN
Gateway. Its task is to transform the MQTT message into
MQTT-SN and vice versa. This protocol is supported by
Eclipse, which develops the most used version of the
standard MQTT broker.

Thus, this section of the paper describes the creation of a
software module that encapsulates MQTT-SN packets into
SIP packets, sends them onwards to the destination and
retrieves them at the end of the route, according to the
scheme shown in Fig. 5. Note that the resulting
communication scheme is two-way, packets can be
transmitted both from the publisher to the subscriber
through the broker and in the opposite direction.
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IV. ROUTING SCHEME

Our proposed communication scheme has an essential
feature related to encapsulation, the use of SIP packets and
the DECT wireless section as the last mile. Therefore, it is
necessary to use a SIP switch to deliver packets between the
MQTT-SIP gateways. For the delivery of SIP packets, the
open-source communication platform Asterisk was chosen,
which implements all the features of modern digital
telephony. This choice was due to its versatility, most of the
VoIP equipment is supported by this platform.

Fig. 6 shows the scheme of SIP telephony software
blocks, which performs encapsulation and delivery of SIP
packets.

MQTT
over
SIP
MQTT-SIP | | SIP switch DECT Dect Mobile| MQTT-SIP
Gateway Asterisk | |base station Unit Gateway
MQTT
L over J DECT:
SIP

Fig. 6. Schematic diagram of the software blocks.

A SIP switch, a DECT base station and a subscriber unit
are placed between the two MQTT-SIP gateways. These
components ensure the delivery of the SIP packet between
the gateways, with all Software Blocks in Fig. 6 receiving
SIP addresses.

An interesting question is the hardware implementation
of Fig. 6 scheme. The number of hardware components
could be reduced to three. In our opinion, it is possible to
combine MQTT-SIP gateway and SIP switch, as well as
subscriber device, MQTT-SIP gateway and IoT device on a
single platform. This combination has an advantage over
having a SIP switch and a DECT base station on the same
platform, because in the first case the switch will be able to
serve several base stations.

Again, it must be emphasized that the complete TCP/IP
protocol stack is raised at the point from the broker to the
DECT base station. Whereas on the last mile only SIP
packets can be transmitted as a DECT wireless segment.
This means that most TCP/IP application protocols such as
telnet, ssh, http etc. will not be available. This fact will make
it very difficult to use IoT devices as elements of botnets, as
both managing and attacking them over the network will be
very difficult. New network attack mechanisms need to be
invented.

To make this technology cheaper, a single chip, including
a DECT module and an IoT executive module (Arduino, for
example) with hardware support for the MQTT-SIP
gateway, must be created. In principle, the migration of this
technology to a hardware platform needs to be worked out.

V. CONCLUSION

The paper presents an implementation of last mile
wireless technology for [oT. It has been proposed to use the
old DECT wireless technology as a similar technology. This
technology is currently experiencing a second birth due to a
whole family of new standards adopted by ETSI in 2020.

This article lists the main advantages of DECT compared
to existing and ongoing developments. These include the
increased communication range, the unfilled frequency
range, the energy-saving technology, and the sufficient
transmission speed.

The study also explored the possibility of encapsulating
IoT commands into VoIP (SIP) packets. The architecture of
encapsulation is proposed, in particular, the theoretical
possibility of encapsulating commands of the most common
in the IoT protocol MQTT in SIP packets is justified.

As aresult, a module has been created that allows MQTT-
SN packets to be embedded in SIP packets. The module is
developed in Go language using the built-in "net" library.
The module is a gateway that receives packets of one type,
processes them and sends packets of another type: MQTT -
> SIP, SIP -> MQTT. Thus, it is possible to talk about a
software prototype of a wireless network for the Internet of
things based on the DECT standard. Source codes and
instructions for installing the software for the gateway can
be found at the link [12].

The success of the prototype is due to innovations, which
can be summarized in two points. The first involves
encapsulating IoT control packets (MQTT) in VoIP in the
control cloud and retrieving them back at the user device.
The second point of novelty is the use of the SIP protocol
for routing. The proposed solution uses a specific software
implementation of SIP telephony, the freely distributed
Asterisk solution.
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