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Implementation of the SCADA based
Infrastructure for Distributed PV Systems
Controlling

Ivan Vujovi¢, Mladen Koprivica, and Zeljko Purisié

Abstract — Different types and different size photovoltaic
(PV) systems are in use. Assuming that these systems are
equipped with some of the: internet of things (IoT) devices,
intelligent electronic devices (IED), phasor measurement units
(PMUs) and that they are properly communicated with
control center, or that inverters in the PV systems contain
network interface cards (NICs) which are connected to the
control center through network, a solution for infrastructure
of the monitoring and management (M&M) system is
proposed. The main parts of the system are -cloud
infrastructure on which supervisory control and data
acquisition (SCADA) system is implemented, network that
connects all parts of cloud together and enables connections,
through proprietary links or service providers networks, to
the distributed devices as well as to the inverters at PV sites.
Time synchronization between the central part of the SCADA
system and devices at PV systems sites enables obtaining
precise moments of the events occurrence and timely response.
All parts of the SCADA system and network must be secured
from the inside and outside threats.

Keywords — PV system, time
synchronization, security.
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I. INTRODUCTION

HERE are more and more PV systems connected to the

power grid at distribution and transmission voltage
levels. From small, distributed PV systems, to the huge PV
power plants, it is desirable to enable controlling for all of
them. Possibility to monitor and management of PV
systems is important for maintaining of the power system
(PS) stability in certain situations, or when overload and
malfunctions on PS parts occurs [1]. Generated electrical
energy from PV panels is a function of sun irradiation, sun
position relative to the panel, ambient temperature and
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panel efficiency. Direct current (DC) electrical energy at the
PV panel output goes to the charge controller and inverter
inputs. These devices use maximum power point tracking
(MPPT) algorithm to extract maximum power from the PV
system. Inverter output is alternating current (AC)
connection to the grid. Besides production of active power,
inverter can compensate or produce reactive power also [2].

Measurement and communication devices at PV systems
locations (distributed devices) are the basic elements of the
M&M system distributed network. Sensors and other
devices connected to these devices continuously send
information about parameters values. These data must be
modified to the formats of Transmission Control
Protocol/Internet Protocol (TCP/IP) architecture that are
suitable for transmission over computer network.
Connection between distributed devices and M&M center
can be implemented using fiber optical infrastructure,
wireless links, satellite links or power line communication
(PLC). Depending on PV system installed power and
significance for the PS, communication resources are
different. Timestamps in the network time protocol (NTP)
headers enable time synchronization between central part of
the SCADA system and distributed devices, through
network, while global navigation satellite system (GNSS)
provide timing and location information for every
distributed device in the system, using satellite
communications.

The paper is organized as follows. Chapter two refers to
the SCADA system infrastructure and functionalities.
Design of the core network for the central part of the
SCADA system as well as time synchronization system are
presented in chapter three. Communication protocols used
between devices at central and distributed locations, as well
as between these devices and network devices are described
in chapter four. In chapter five are considered security
aspects of the SCADA system and network. Finally, the
conclusion summarizes proposed designs and refers to the
future work.

II. DESIGN AND FUNCTIONALITIES OF THE SCADA
SYSTEM

All SCADAs are industrial systems that monitor and
control distributed devices from central site. In this paper,
SCADA that incorporates wide area monitoring system
(WAMS) will be analyzed [3]. One part of this system are
PMUs on high voltage levels [4] and micro PMUs on
medium and low voltage levels [5]. Key difference between
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PMUs and remote terminal units (RTUs) that are part of the
original SCADA system, is that in addition to magnitude of
the voltage, or current, phase values are measured also.
Measurement resolution is significantly higher when PMUs
or micro PMUs are in use.

The central part of the SCADA system is presented in
Fig. 1. It is a system installed on IaaS Cloud [6]. All
information and commands pass through core network.
Cloud switches are layer 3 devices in the TCP/IP stack
which connects all parts of the cloud system together in one
big, logical part, while SCADA switches, that are also layer
3 devices, connect internal components of the central part
of the SCADA system. Three most important virtual
machines for SCADA system that works using hardware
and software resources of multiple redundant nodes
(servers), are: master terminal unit (MTU), human machine
interface (HMI) and database (DB). Virtual platform is
connected with SCADA switches through which pass all
traffic related to M&M system. Data exchange with storage
system is realized through fiber channel (FC) switches.
Processed information are sent to the storage, for future use.
At the same time, these data are real time visualized and
available for monitoring [7]. All connections between
devices are established using optical fibers.
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F;g 1. Central part of the SCADA system

Functionalities of the SCADA system for distributed PV
systems are presented in the Fig. 2. Data from the field
devices (mostly sensors, relays and measurement
transformers) and inverters are sent, through acquisition
process, to the IoTs, IEDs and micro PMUs that collect
information and communicate with central part of the
SCADA system [8].

Data goes further, through acquisition interface, towards
MTU, and, when it is necessary to present information
directly from the field, through presentation interface,
towards HMI. Data are processed on the MTU and sent to

the DB and DB storage (historical DB) and to HMI for live
presentation. Communication between MTU and: HMI,
DB, DB storage must be enabled in both directions, because
MTU sometimes needs information from these devices for
the purpose of further processing. The HMI can directly
take data from DB and DB storage and present information
at any time.

As a central device for control of the SCADA system
functionality, MTU sends commands to distributed control
devices in the system (IoTs and IEDs). Communication
goes through control interface to these devices. Further
commands flow goes to the field devices (mostly actuators
and relays) and inverters. If inverter has NIC and adequate
software, communication between PV system and MTU can
be established directly, based on TCP/IP architecture.
Inverter sent information directly to MTU and execute
commands received directly from MTU.

Field devices

Inverter Distributed network

Fig. 2. SCADA functionalities for distributed PV systems.

The control of the inverter enables the whole PV system
to be put in the desirable operation mode (active or reactive
power production or compensation) and to adjust MPPT
algorithm so that the PV system generates as much power
as is needed at that moment and that is, generally, less then
maximum.

At any moment it is suitable that all devices can be
accessed from the central location of the SCADA system.
The point from which that can be done is, usually, MTU. It
is desirable to enable direct access to HMI also. Inverter can
be accessed also directly, through configuration interface.
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III. DESIGN AND FUNCTIONALITIES OF THE SCADA CORE
NETWORK AND TIME SYNCHRONIZATION SYSTEM

In Fig. 3 is presented solution for SCADA core network.
Fast, network layer, multiprotocol label switching (MPLS),
core switches, connect SCADA system IaaS cloud to the
other parts of the network, while core switches for
communication with external networks connects services
providers and disaster recovery site (DRS) with SCADA
system IaaS cloud, through switches, gateways (routers)
and firewalls. There are redundant firewalls for both
connections (with service providers networks and DRS
network). Because connections to the distributed sites are
realized using service providers networks, gateways are in
use, while routers are in use for communication with DRS
because connection to DRS is established using links that
are proprietary. In normal conditions, links between DRS
and service providers are inactive. They are in function only
when central part of the SCADA system doesn’t work.
Monitoring and control devices in distributed network are
connected to the SCADA system IaaS cloud through access
switches for communication with service providers, while
DRS links are connected to the switches for communication
with DRS.

To ensure services continuity, central part of the SCADA
system must be implemented on DRS also [9]. It is
necessary to replicate DB, in the live time, between central
location and DRS because, all data that are collected from
the distributed devices and processed on MTU may be very

important at any time.
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Traffic in the SCADA network can be unicast or
multicast. Unicast communication is in use when devices
send data to MTU, or receive commands to perform some
actions from MTU, or other devices. When a large number
of devices, and, especially, large number of inverters must
take some actions at once, it is preferable to use multicast
communication. Basic communication scheme for time
synchronization is presented on Fig. 4.

There are a few ways to achieve time synchronization
[10]. Using NTP and one or more of the GNSS systems are
most often. In the NTP hierarchy, root servers on the
Internet are sources of the clock. Stratum of the server
indicates the distance of the server from its original clock
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source [11]. In order to make the distribution of time in the
SCADA system as accurate as possible, NTP appliances are
implemented in Data center and on DRS. The clock sources
for these appliances are Internet root servers with which
connection is realized through networks and physical
source (atomic clock, optical clock etc.) with which
connection is realized using one of the GNSS systems [12].
These appliances are stratum 1.

All distributed devices have their own clock but accuracy
of that clock is not satisfactory. Because of that, outside
clock source is necessary for time correction when error is
too high. Clock is sent to the distributed devices from NTP
appliances, through SCADA network. If communication
between central SCADA system and distributed devices
doesn’t functioning, synchronization of the distributed
devices is achieved using GNSS system.
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Fig. 4. Time synchronization system
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IV. COMMUNICATION BETWEEN SCADA CORE,
NETWORK DEVICES AND DISTRIBUTED DEVICES

When field devices send data or receive commands from
distributed devices, or when distributed devices send data
to the SCADA system, or receive commands from the
SCADA system, it is necessary to use communication
standards and protocols. In Fig. 5 are presented most
important standards and protocols that SCADA uses for the
PV systems M&M. With L1-L4 on the right side of the
figure are labeled layers in the TCP/IP architecture. On the
bottom of the figure are layers: L1-L3 that represent
SCADA system layers [13].

Standards and protocols are:

e Power line communication (PLC) is IEEE.901 standard
that defines data transmission over AC power lines at the
same time that current flow through conductors.

e 10 gigabit symmetric passive optical network (XGS-
PON) is ITU-T G.9807.1 standard that defines 10 Gb/s
symmetric communication through optical fibers.

e Dense wavelength-division multiplexing (DWDM) is
technology for backbone communication over optical
networks using frequencies defined in ITU-T G.694.1
standard.

e New radio (NR) is 5G, 3rd Generation Partnership
Project (3GPP), radio access technology that uses
gNodeB as an interface to the cellular network.
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Fig. 5. Protocols in SCADA system and network

Space communications protocol specifications (SCPS) is
described in ISO 15893 standard and represent set of the
protocols for space and satellite [P communication.
Ethernet covers group of IEEEs standards which define
communication on network access layer in the TCP/IP
architecture.

Sampled measured values (SMV) protocol is defined in
the IEC 61850-9-2 standard and refers to digitalization
of the measured values from field devices. Values of
current and voltage phasors, temperature, humidity etc.
as analog parameters are constantly measured and sent to
the distributed monitoring devices. Digital values are
relays signals, switch breaker position etc. These status
information are sent when changes occurs. All data are
sent as multicast traffic.

The generic object-oriented substation event (GOOSE)
protocol is defined in the IEC 61850-8-1 standard and
describe fast transmission of important, real time, signals
between IEDs or IoT control devices within one
substation which includes multiple PV systems.
Information are sent as multicast traffic.

Distributed network protocol version 3 (DNP3) is
defined in IEEE P1815 standard. This protocol defines
communication between MTU and distributed control
devices. Standard IEEE P1815.2 is extension of previous
standard to distributed energy resources (in this case PV
systems). Usually, MTU send commands or messages to
IED and IoT devices, or to inverters in PV systems and
they respond according to the requests.

e Network and transport layer protocols: IP, TCP and user

datagram protocol (UDP) serve as a base for all
application protocols and there is no need to explain how
they work.

Internet control message protocol (ICMP) is defined in
IETF RFC 792. The main purpose of this protocol is to
continuously check communication availability of
distributed devices and PV systems invertors in the
discrete periods of time.

Internet protocol security (IPsec) is defined in IETF RFC
4301. This protocol specifies encrypted and
authenticated communication between two network
devices that use IP (in this case between SCADA core
network and network devices at distributed sites).

o Network time protocol (NTP) defined in IETF RFC 5905

and precision time protocol (PTP) defined in IEEE 1588-
2019 provides all devices time synchronization over the
network. While NTP uses unicast and multicast mode,
PTP uses only multicast.

Secure shell version 2 (SSH2) defined in IETF RFC
4254, Remote authentication dial-in user
service (RADIUS) defined in IETF RFC 2865 and 2866,
Terminal access controller access-control system plus
(TACACS+) defined in IETF RFC 8907 are in use for
secure access from dedicated server in SCADA core
network to the network devices, SCADA distributed
devices and PV systems invertors.

Simple network management protocol version 3 (SNMP
3) is defined in IETF RFC 3411-3418. This protocol
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describes processes of collecting and organizing data
about network devices, distributed devices and PV
systems invertors status. To interpret messages, protocol
use management information base (MIB) specified in
IETF RFC 2578.

e Secure file transfer protocol (SFTP) provides file access,
transfer and management in a secure manner, using
SSH2 protocol. Files can be device operating software,
software patches, configurations, etc.

e Hypertext transfer protocol secure (HTTPS) defined in
IETF RFC 2660 enables access to the network devices,
distributed devices and PV systems inverters using
browser in secure manner.

e Manufacturing message specification (MMS) defined in
ISO 9506-1 standard provides a mechanism that allows
distributed devices and PV systems invertors to send
reports, logs and files to the MTU or HMI.

V. SECURITY OF THE SCADA SYSTEM AND NETWORK

Cloud system and network can be target for many
potential malicious attacks and different mitigation
techniques can be used to suppress those attacks [14].
There are four primary vulnerability factors that cloud
based SCADA systems facing: connectivity with cloud
services, shared infrastructure, malicious insiders, and
security of the SCADA protocols [15]. Traditional SCADA
systems were quite isolated from the other services and
communication networks. By moving SCADA systems to
public cloud, the system become more vulnerable to
everything that can affect all other services in the cloud.
Nobody can guarantee that resources in the cloud will not
be shared with other services. Persons with privileged
access to any part of the cloud, locally or remote, can cause
malicious attack on the system or can delete data by
mistake. Some protocols that are in use for communication
in the SCADA system (IEC 61850 standard protocols and
DNP3) don’t use encryption and authentication techniques.
The solution for named vulnerabilities is private SCADA
cloud.

Because high security demands related to cloud
infrastructure, internal cloud firewalls are implemented
between core network and cloud switches as presented in
Fig. 1. To ensure that SCADA system functioning securely,
separated from other services in the cloud, SCADA
firewalls are implemented between central part of the
SCADA system and the rest of the cloud. Full traffic
inspection to and from virtual machines and storage system
is accomplished by adding intrusion prevention system
(IPS) and intrusion detection system (IDS) [16]. For
inspection of the access to the network devices, access
control policy platforms (ACPPs) are implemented [17]. In
the [18]-[20] are described solutions to achieve cyber
security for distributed devices (IoT, IED and PMU
respectively), while [21] describes solution to achieve
cyber security for inverters in the distributed energy
resources (DERs) which include PV systems.
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Logical segmentation of the network can be achieved
using virtual local area network (VLAN) technologies.
Software components of devices in the network must be
regular update and upgrade. All communication between
devices in the cloud and distributed devices must be
authenticated and encrypted. Access to the internal
resources from the Internet must be authenticated and
encrypted also. All events, on any device in the cloud,
distributed devices or network devices, as well as access
attempts to the SCADA system must be recorded, in the
form of logs, on central location and DRS. Communication
with service providers and other outside entities must be
established using virtual private network (VPN) tunnels.

VI. CONCLUSION

Distributed PV systems are increasingly present in the
power system, with different installed powers, on different
voltage levels, and on wide geographic area. It is very
useful to have the possibility for monitoring and control all
these systems from one or two locations. This can be
achieved by implementing SCADA solution for distributed
PV systems.

There are three main parts of the SCADA system as
described in [22]. Central part is cloud in which are located:
MTU that is main controller for all processing and
operations in the system, HMI whose role is to present
information gathered from distributed devices or from
MTU in real time and DB which stores processed data.
Field devices send measured values of specified parameters
to distributed devices while PV system inverters can send
data through distributed devices or directly to MTU.
Distributed devices convert data in the IP format and send
them to the MTU and HMI. Control commands go in
opposite direction. From MTU to distributed devices and
then to field devices, or PV systems invertors. Commands
can also be sent directly from MTU to inverters.

Fast and secure transport of IP packets in the SCADA
system is task for the network. Network is segmented and
segments are independently protected. Besides the central
part of the network and distributed network, DRS network
is in use also. All parts of the SCADA system must be time
synchronized. Protocols of communication between
devices in the cloud and distributed devices, or PV system
inverters are strictly defined. Security mechanisms to
protect distributed devices, PV systems inverters,
communication process, SCADA cloud and the network
itself should be widely applied.

By getting measurement values more often i.e. with
higher resolution, additional useful data can be collected
and processed. By using obtained data and additional data
from outside of the SCADA system, especially from PS
SCADAs and meteorological center, neural network
algorithms can predict most of the unwanted events that
enables preventive actions.
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